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Introduction

¢ IVI(In-Vehicle Infotainment) Forensic

Modern Vehicle IVI system

IVI file types
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[8] K. Skraci¢ et al.(2023) , “Classification of low-and high-entropy file fragments using randomness measures and discrete

Fourier transform coefficients”, Vietham journal of computer science

File Types 18 types
Model RF, SVM, DNN
Score F-score: 86.13%

[11] K. Vulinovi¢ et al.(2019), “Neural Networks for File Fragment Classification”, IEEE MIPRO

File Types 20 types
Model CNN, FFANN
Score F-score: 87.72%
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Data Collection

Type Count
sufficient data .html 207,857
Jjpg 109,164
txt 74,022
& govdocsl % IVI systems -8if o152
xml 32,929
100247} THe " 101file types 82 13,703
213 file types log 2,063
.swf 3,458
0 gt =od java 288
Imp 137
.Zip 10
ttf 7
insufficient data bin 1

ey ok
N o2y stm -7- Computer Security & OS LAB

DANKODOK UNIVERSITY



Fragmentation
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Feature Extraction

¢ Entropy

= [14] A. Mantovani et al.(2020), “Prevalence and impact of low-entropy packing schemes in the malware ecosystem”, NDSS

if Entropy value > 7.0
-> High Entropy

else -> Low Entropy

s N-gram
» EX HO|E A& A(sequence)?t At LIELE=X] 20

= ex).txt-> “OD OA”(E HIE £XH
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Flowchart

gz
html

ipg

swf
txt

xml

Ul crmoistm

DANKODOK UNIVERSITY

50,000
50,000
50,000
50,000
50,000
50,000
50,000
50,000

30,000
30,000
30,000
30,000
30,000
30,000
30,000
30,000

Entropy < 7.0
(Text-Like)

RandomForest

File Fragment

Entropy Measurement

peres

Entropy 2 7.0
(Binary-Like)

1D-CNN

l
®

Computer Security & OS LAB



Classification Models
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Low Entropy Classification Model
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RF(Random Forest)

+* Features: TF-IDF
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High Entropy Classification Model

1D-CNN(Convolutional Neural Network)
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** Features: Automatic
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Entropy Classification Result

gz
html
ipg
log
swf
txt

xml

46,255
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28
49,265
0
44,162
0
0

¢ High Entropy: gz, jpg, gif, swf

29,727
29,850
0
29,401
0
26,471
0
0

¢ Low Entropy: log, txt, xml, html, swf, gif, jpg, gz
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Low Entropy Classification Result

Accuracy
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** Low Entropy Result
= txt, log, gz, html, xml
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High Entropy Classification Result

gif gz
gif 88.8 7.3
gz 3.1 84.2
jpg 1 4.9
swf 3.1 44.8
¢ High Entropy Result
= gif, jpg == I
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Conclusion

» O OHH 222 2|8l EntropyE 7| T2 Z Hybrid Model= 7+, Fl-score: 81.5%

= 770 S A (txt, xml, log, html, gz, gif, jpg)Oll CHSH =3 Hot e
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